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Abstract:  Adversarial robustness describes the ability of the model to resist adversarial examples and adversarial training is a common
method to improve the model's adversarial robustness. However, adversarial training will reduce the accuracy of the model on clean samples.
This phenomenon is called accuracy-robustness problem. Due to the need to generate adversarial examples during the adversarial training,
this process significantly increases the training time of the network. In this article, we study the relationship between prediction uncertainty

and adversarial robustness, and draw the following conclusions: the greater the prediction uncertainty, the greater the adversarial robustness.
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The conclusion is explained as: the boundary of the model obtained by cross-entropy is not perfect. In order to minimize the cross-entropy,
the classification surface of some classes may become narrow, which makes the samples of these classes vulnerable to adversarial attacks.
And if we maximize the output’s information entropy while training the model, we can make the classification surface of the model more
balanced, that is, make the distance between boundary and data as far as possible, which makes it more difficult for the attacker to attack the
samples. Based on this finding, we propose a new method to improve the adversarial robustness of the model, by increasing the uncertainty
of the model’s prediction to improve the adversarial robustness of the model. While ensuring the accuracy of the model, we make the
prediction’s information entropy larger. Extensive experiments and simplified model derivations on the MNIST, CIFAR-10 and CIFAR-100
datasets have confirmed the statistical relationship that the adversarial robustness increases with the increase of the model's prediction
uncertainty. The method in this paper also can be combined with adversarial training to further improve the model's adversarial robustness.

Key words: adversarial training; uncertainty; adversarial defense; deep learning; adversarial robustness
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Fig.1 The output probatility distribution of Fig.2 The output probatility distribution of

clean samples by normal training and adversarial eamples by normal training
adversarial training and adversarial training
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905, 7 T VI GRS 4 BB IR 1 20 2K T4 FE R B DU ERATT BT AR B 1 1B D0 30, B A K 3) A8 B v B A =@ i
B2 35, 7 Y 2 b 3RATT AT DA v B I % 000 A5 B0 000 P A5 2005 . I FH o 145 S I 0T T A B R s e, MR R B A
batch H IR A BT N IR 73 AT 55 8 B N 2RI 72 D A 40 R s

A7 WS o e

Input: &7 £, batchsize m, 2% > A, 1E N IR Ba, LA SN 25 160 A %L n

Output: 1R FIALE.
BENLAI U BT F IR AL G,

—_

2 MMAHEIRAED = (x®,y O} flen(D)ZeR SR S5 BEA IR KL H

3 forie1tondo

4 for j« 1 to B do //BZ 7 batch % H BB = [len(D)/M]
5 MHCESED L MAEAR,Q = {x @,y O

6 THEAEXREL = X0 L(f(x), ¥);

7 THEIEN L, = B, 2L, —fi (o) log(fy (xi):

8 L=1—axly;

9 TN S50 « 0 — AVL;

10 end for

11  end for

12 return(6)
FIFH B 1 fE MNIST 1 CIFAR-10 %4 45 143 51l 25 LeNet-5 1 ResNet-18 #B 75 31| {1 B 45 S An 2% (1)
Jr s AT LA B FRATT R J7 2 e 7E DR R 2 11 2R vHE A 28 1) (5] ), BB A8 DR DR 42 v A5 28 ot U )
Table 1 Comparison of models training by cross entropy and our method

T 0 A S SO LR FRATTIK T ik I A 28 (B R0 Lt

MNIST CIFAR-10
Loss Avg entropy ACC Loss Avg entropy ACC
CE 0.0119 99.00% CE 0.0637 94.94%
Ours 1.8279 99.22% Ours 1.8695 94.56%

3.5 AHEM I EHMNFIE:—MITF

FEARTE 22 R TF BT T30 U # R IR R 2t — A B0 AR AT — > = 4 b B AL A
SRFEAR, #1159 [ 10288, ) PRI € 1 = i 9 28, I B 3 Bl 2 e BATTH — M — R ROUR 10 42
P 2% S0 L Bl . O 1 IR BRATT P 52 U5 5 A8 SRS AN [R], BATT 22 SAg LA R AT 05 i 3 Sl 5 7 —
AR H0 7y S0 SR 4 RS PR

IR\
Ll L] .?.?

6 Za 5 0 2 4 6
Figure.3 Samples distribution diagram
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Figure 4. Classification surface trained by cross entropy  Figure 5. Classification surface trained by our method
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FATH MNISTEOLCIFAR-10BUAT CIFAR-10003 e 2 3ol JATT P42 th 1K) 5 vk 4 2 B el U7 v R B B A
TR 26, 3F DAMETAR SR AE D G M G T R T A& B A T VRS AT R BN RATIA X 2 BT A I
i HP S LA R [ 2 S o I 480 1) B AR SR B R SR I BB AL BT R {5 B, LI S 8 B0 A SR AR
41 BR/ENAE

MNIST F#EEAE 60,000 NYNZRFEAA 10,000 ATEFEA FEAFEAELZ 28 x 280K E T 5 7 EIE,
AR ILAE 10 8P, 5 79 0-9.CIFAR-10 H4E 52 /2 — AN S 3 W@ Mk & 4 BUG BUR 42, H F a5 10
BRI REA AL 5,000 NIZREEZS LUK 1,000 ANTREEA FEE 50,000 SUIZREEA LK 10,000 4
R REAS G A REAET 32 x 32 x 3% E 15, CIFAR-100 5 CIFAR-10 FHLEHALE 100 S8MREA 5440
2500 MUNZE LK 100 AN HREE A IR 1% F LeNet-50323R Il 2k MNIST #4542, ResNet 1812315k 1|25 CIFAR Il Z54E.
IR A 7 3% 5 A g, LATS B 50 47 A0 45 51 6T A CIFAR S04 SR 70 I 2RI N T /K7 802 DL &% BE ML %85 A 1.

42 WEFRE

N T B UEASE A ) R FRATT I P T = R BB ) 1 s T 30, B Lo, Ly A Lo B X F Lo B e, BATAE
FGSMMLBIMI"L,MIM®,PGDI % F-L, Brads BAME A T CW BiSLxd F Lo Brike FAT 16 122 ISMA Zrii P11
S B B 5 % T MNIST 3 #2401 CIFAR-10 A CIFAR-100 3 £, A1 #8418 SC ik [6]7 32 & () S Bk AT
Bridi A8 MNIST #455E he i B o8 0.3, X FIER M BT, WATK OSSR E N 0.01,7E BIM K k48
WHE 9 10,MIM 1 PGD Hi B 4 40.% T CIFAR-10 Fl CIFAR-100 344, A Dk et B 98/255, % T4
BB s FRATPH B AR SRR BN 1/255,4E BIM H ik Rk $ik B8 10,MIM Al PGD i B h 40.7E CW Il
HL,3A% 4% confidence W E N 0,5 X &N 0.0 LR HERE N 0.001, B K 1ERRERE Y 10000
TAEF I, S BT BB i BATTAE FE SOk (2] R B TR
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43 BEHEE

PeA13% A BEALES BE T - (Stochastic Gradient Descent) /7 7% F F 46,5t F LeNet-5 #8 {Il % 20 4N & #,%4 3
BN 0.01,30 BN 0.9.%F T ResNet-18 B ATk 1 2% 2 F 32 77 38,381 25 240 JA 31,528 1-135 4
2421308 0.1,136-185 JHI2% 21 %05 0.01,186-240 J %% 21 %54 0.001,3) & B BN 0.9,7F4 weight decay &
&5 0.0005.

KT IEMI TR SR B, AT B T AN F R E/E MNIST 1 CIFAR-10 $dE 55 7 J LR Bt 7 v R IR 3. 5K
B v A IR DL R B T i S B W B S RSO R — SR 2 FTRUR R LU R A8 N T IR IS AR
BT Fe v S R T IE W IR R iy BLAE B A A B R R T 5 IE W I AR I I HE i R (B i T ol B
MR 2% 1 0] G B S R IR 45 L R A, TR T S AR L A B S B 45 SRR WL /E MNIST ¥
Eh, Yo = 1N, RELE PGD Bk MR TR I A2 A ABAE R HR 73 By N A AR 45 3 B8 4 1) B 1, IR b s
FAVCa BN 1M CIFAR-10 HEE T, SLIe 25 RR W] Mo = 406, H 51 & 0 11 BT 4 DR b S rp JRAT 1
HuE M4

Table 2: Adversarial robustness of MNIST and CIFAR-10 dataset under various setting of «
% 2: MNIST FlI CIFAR-10 45 £ i 7E AN IR a5 BT (K90 BT & e 1k

a FGSM BIM MIM PGD FGSM BIM MIM PGD

0 37.99% 8.62% 4.31% 2.62% 37.99% 8.62% 4.31% 2.62%

1/4 64.67% 57.36% 57.02% 5.29% 42.40% 15.48% 13.58% 8.95%

1/3 61.38% 47.69% 47.56% 2.60% 51.87% 27.88% 14.30% 12.33%

1/2 61.84% 49.11% 48.50% 11.43% 48.95% 18.82% 5.38% 4.48%

1 74.85% 66.30% 64.02% 8.32% 51.71% 25.30% 10.19% 7.30%

2 70.27% 47.10% 49.22% 14.44% 53.17% 40.43% 24.62% 16.66%

3 69.96% 42.53% 44.66% 10.46% 57.86% 48.81% 39.14% 28.21%

4 61.99% 43.64% 45.00% 10.92% 56.44% 51.10% 41.11% 29.30%

4.4 FFEEsSLEg

BAVINGR 22 S AE A5 2 R B, LA e 2.3.4 F5 4R BIHS GCE A A5 25 B 8, 20 I 5 A R P T %o
bt DAL 7R H FRATT AT 2 HE O vk A 2 N b S HGE an 4.3 T TR BIHI,GCE H IR o RATT IR SCRIR[3]5E
% B A8 A 1 0.333.
45 LR
451 IEH I

FRATH B3 S 451 0% B8 B R I 25 MNIST. CIFAR-10 F1 CIFAR-100 B4 45 b (A7 75 31 (1 45 54> i dn
3. R4 VKES PR

Table 3: Accuracy of MNIST dataset under various attack methods of normal training

2R 3:0EH I 5 MNIST $odls 4 b 8 2% A 50l 07 3 1 B TR HE R R

Attacks Param CE GCE Ours
FGSM e=0.3 37.99% 46.90% 74.85%
BIM €e=03 8.62% 35.13% 66.30%
MIM €e=03 4.31% 36.18% 64.02%
PGD €e=103 2.62% 7.73% 8.32%
JSMA y=0.25 0.52% 20.31% 13.85%

C&W c=0 0.00% 3.30% 1.34%
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IEAER 3 R /8 MNIST i 48 T I 5 th i 07 i 3 A AL T il 77 i B3 i 17— 52 AR PTG 0 45 ) 2
FGSM 55 ] Lo, B 15 B i1l (4 B0t 77 3% AR X 28 07 vk vh MR REAMELE T IE W U R X LE T GCE $ 2k eR H0ill 25
R A AL RO RE . AE FGSM DA K BMI Muih T, AT 72005 T X HURE A U R AE AR 4208 T GCE 7Y
R AE MIM Bl 35 58 I 53 A TE iR A s AR FRATT A0 7 12 5 1t VR S TR G AR 32 e 3o 3 3 )1
AR, ek # . GCE IZR I BL4F PGD 2 A — B 45 2 5 0 (9 L v — b 5y, AT T RO Y ORI —
JE AR A 1 L GCE & M MR B S — fi X AR B 1 3RAT107 1510 A R A2 A2 ISMA I C&W IANTTIET,
FATHIT7 2B GCE Loss LT {H 20T b 15 % I 2R B R FIATT 0 75 123048 72 BE KRR T R B 0F 0 68 4 2
H ISMA 5§ C&W Pt 7 v B 7 22 0 A 18] 02 328 AT i 1 1) 07926, B0t ROR B AR 2y

Table 4: Accuracy of CIFAR-10 dataset under various attack methods of normal training

R 4:1E )1 %% CIFAR-10 i 4 b 78 & Fh B 75 v T 1R ) vE R 2R

Attacks Param CE GCE Ours
FGSM e =8/255 31.47% 35.94% 56.44%
BIM e =8/255 0.00% 1.40% 51.10%
MIM e =8/255 0.00% 0.60% 41.11%
PGD e =8/255 0.00% 0.44% 29.30%
JISMA y =0.07 0.12% 8.20% 21.15%
C&W c=0 0.00% 1.23% 0.62%

WAV T7i5AE CIFAR-10 Hodfa S rh R B S INL 5, a0k 4 Pos A8 RH 70 B N 45 MNIST #odla e b — 2,
EAE XA B B N, JC 1B 2 Lo, Lo B Loo [RIBR 1l R 77 725, FRATT K 77 102 B e AT A0 4 v A5 B PR ) 0 B e k. HLAE R
BN BRI T GCE I 4R SR 42 FGSM J7i% N,GCE Fr 3 B i B AU R B §  — A E TR 3%,
ERATWTIERTE T 25% KR AR Z BIM. MIM LA PGD J7 ik 38 il Il 25 58 2 o3 k51 12 8 ,GCE
AR A RE 5 i — A R R AR 2, B 28 W DA TG V2 B T B AT A T VR A AR 8 KK Ml i v 1R 001 7 1 22 B R AE
PGD J5 i M AEHE = 20% )R v 261 HL7E JSMA F,'5 MNIST #8443 [, 38411 75 7 ZE Lk GCE J5 i
B TR R SR HRAE C&W Hili 7,55 MNIST 4 SR 45 R — B, AT 77 5382 %A GCE 153 [ B 2 47

Table 5: Accuracy of CIFAR-100 dataset under various attack methods of normal training

£ 5:IEH Y12k CIFAR-100 $4f 45 H 78 & Fh Bt 777 R R ) v i %6

Attacks Param CE GCE Ours
FGSM € = 8/255 8.92% 20.57% 28.52%
BIM € = 8/255 0.11% 18.60% 32.33%
MIM € =8/255 0.04% 18.58% 32.29%
PGD e =8/255 0.00% 12.38% 19.86%
C&W c=0 0.00% 0.42% 1.05%

7E CIFAR-100 | AE AT E0AR 22 15 180t A8 159 56 o R 3, 78 K 22 B0 00 N SR AT 7 v 2B BE AR I b 4% e A5 Y
K B B s P AR B T 0 I TR G CTFAR-100 R IHA I TSMA B szia g R NE 5 h B8 R & v]
DATS SR B 15 31 DL R 4518 0 T 58 52 2= I B0 42, AT 00 7 v Re IR R 2 k.

452 wPiilg

BAVESE 1.2 WA T X HOER DUl R 932 7= 4 — S X BURE A, FEAE AU 5B A S0 I g 2L,
A BRI 2 BT PURE A IR AR X 3 S8R 2R TE T 43 288, ) B 3R A3 % At o] 0 RE AR (R 0 P 6 e 14 H A AR H
TARZ X PUIINZR I HEHRI61517] 5 B R AT 3 8 10 2 SCHR (614 HE i Mok vk PGD,IF % 7 k7= AR W ik A T
XTHN R,y PGD J5 ik first-order BUili A1 5 5 i — Fh B iy FRATTH FRATT 38 tH 1 77 5 FH PGD #EAT 5T Bt i)
SR HESR 54 o B AT A 5 325 AT A LE OF 3 6 Pl 25453 3 T 4 O 45 .

X B FRATTIER AR (O)HIEM TR B o, /£ MNIST HISH IR, AT N T 0.8.7F CIFAR-10 1,
5 4.3 hIRBIMAELRATZE S 1.
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X T U e B AL 40 FRAT A P A 2 DA K 2 4.3 45 b T B B0 Bl gRad R 5 SCik[6] I 2k
AR FRATINE T 4.5.1 1 b ISR BB, I A5 X SRR B A7 A 6 HURE AR I HBT IR 6 T MINIST
Bl 45 IRATLR SN 25 T 10 B, 3562 S R %N 0.01,50 B 808 0.9.PGD Ji J7 i FAT TR IR AR B A 40,
BRI N 0.1, % TR AR SN IR 1A 0.3, T CIFAR-10 48 4 BATIIZE T 40 /A 1,2 ) 5 B0 0.001,
N 0.9 3% weight decay ¥4 0.0005.%F F CIFAR-10 {] PGD Z i, A TIEEACR B N T 7,16 R K
N 2/255, BRI BRI By 8/255. 5256 45 R FoR, FATHI T VA LS & X HL I 2R RE1F B SE R A0 5 & ek, in 3k 6 fr
7N

Table 6: Accuracy of MNIST and CIFAR-10 under various attack methods of adversarial training

F 6: %P1k MNIST F1 CIFAR-10 F 35 £ 75 25 Fh B0 o5 7775 IR 50 Ay 2

MNIST CIFAR-10
Attacks Param CE Ours Param CE Ours
FGSM €e=0.3 92.94% 93.93% e =8/255 50.27% 52.00%
BIM €e=0.3 89.50% 90.50% € =8/255 46.02% 47.37%
MIM €e=0.3 87.42% 88.89% e =8/255 40.93% 41.82%
PGD e=03 89.52% 90.08% € =8/255 39.80% 40.55%
JISMA y =0.25 25.44% 63.24% y = 0.07 81.27% 83.69%
C&W c=0 9.25% 40.72% c=0 0.02% 0.80%

MFE 6 F AT LA PR PN A BARFRAT I 5 1A T I I R A R4 K AR T B AR K P A8 O
AT BN, AT 7 VR 45 6 5P S 0d 2 BE 15 20 5B 47 e DL &4 M RR IR % T ISMA DL C&W AN
R EIER ISP AR T ik BARBEIR 3 — B R I (B IR 2 VR PUIX 4 SR AT, 0X B2 MNIST 4, 5
EHINGEAF,RATRITIEER NG T ISMA PL R C&W X Fifh i &Mt KRR E 1, B T R X
JERF BRI E CIFAR-10 B8 48 o 02 bk 76 AT 9B T, BT B4 7 10 B0 R 19 38 58 407 A 8 s 1 (HL 2
7E CIFAR-10 ##4E RIS 2 04T 1 XUl 25 A0 2 JvEHE BT C&W By X IRATTIN A2 C&W B Ko
T ,CIFAR-10 FIHFAE4E S Z L MNIST 5 2, [ 1 B2 7 480 4 58 5, AN JFG Ath 250 7 325 190 AR 3l i ffy et ] L
H CIFAR-10 5T W 470 RE A 5 A B 22 2 (8T MINIST Hdl 5 b A 6 BTl 0 T 30 ATT 89 05 3R T I A K fH
SRR KRR R T HEAE ISMA B PGD X 77 v R B & 1.

5 g

IR ==

AT H AT AT A TR AN 2 M 5 X BB A M I O R BT AR G I 5 T Tk B AR it BAE
AR 7 AELAF B 1 43 230 A T8 3,55 55 52 B HURE A 10 T ks i 4 SR AE YN GRS B 1) [R] B B2 s ASE 1 19045 S,
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